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§ 313.17 Relation to State laws. 
(a) In general. This part shall not be 

construed as superseding, altering, or 
affecting any statute, regulation, 
order, or interpretation in effect in any 
State, except to the extent that such 
State statute, regulation, order, or in-
terpretation is inconsistent with the 
provisions of this part, and then only 
to the extent of the inconsistency. 

(b) Greater protection under State law. 
For purposes of this section, a State 
statute, regulation, order, or interpre-
tation is not inconsistent with the pro-
visions of this part if the protection 
such statute, regulation, order, or in-
terpretation affords any consumer is 
greater than the protection provided 
under this part, as determined by the 
Commission on its own motion or upon 
the petition of any interested party, 
after consultation with the applicable 
federal functional regulator or other 
authority.

§ 313.18 Effective date; transition rule. 
(a) Effective date—(1) General rule. 

This part is effective November 13, 2000. 
In order to provide sufficient time for 
you to establish policies and systems 
to comply with the requirements of 
this part, the Commission has extended 
the time for compliance with this part 
until July 1, 2001. 

(2) Exception. This part is not effec-
tive as to any institution that is sig-
nificantly engaged in activities that 
the Federal Reserve Board determines, 
after November 12, 1999, (pursuant to 
its authority in Section 4(k)(1–3) of the 
Bank Holding Company Act), are ac-
tivities that a financial holding com-
pany may engage in, until the Commis-
sion so determines. 

(b)(1) Notice requirement for consumers 
who are your customers on the compliance 
date. By July 1, 2001, you must have 
provided an initial notice, as required 
by § 313.4, to consumers who are your 
customers on July 1, 2001. 

(2) Example. You provide an initial 
notice to consumers who are your cus-
tomers on July 1, 2001, if, by that date, 
you have established a system for pro-
viding an initial notice to all new cus-
tomers and have mailed the initial no-
tice to all your existing customers. 

(c) Two-year grandfathering of service 
agreements. Until July 1, 2002, a con-

tract that you have entered into with a 
nonaffiliated third party to perform 
services for you or functions on your 
behalf satisfies the provisions of 
§ 313.13(a)(1) of this part, even if the 
contract does not include a require-
ment that the third party maintain the 
confidentiality of nonpublic personal 
information, as long as you entered 
into the contract on or before July 1, 
2000.

APPENDIX A TO PART 313—SAMPLE 
CLAUSES 

Financial institutions, including a group of 
financial holding company affiliates that use 
a common privacy notice, may use the fol-
lowing sample clauses, if the clause is accu-
rate for each institution that uses the no-
tice. (Note that disclosure of certain infor-
mation, such as assets and income, and in-
formation from a consumer reporting agen-
cy, may give rise to obligations under the 
Fair Credit Reporting Act, such as a require-
ment to permit a consumer to opt out of dis-
closures to affiliates or designation as a con-
sumer reporting agency if disclosures are 
made to nonaffiliated third parties.) 

A–1—Categories of Information You Collect (All 
Institutions) 

You may use this clause, as applicable, to 
meet the requirement of § 313.6(a)(1) to de-
scribe the categories of nonpublic personal 
information you collect. 

Sample Clause A–1

We collect nonpublic personal information 
about you from the following sources: 

• Information we receive from you on ap-
plications or other forms; 

• Information about your transactions 
with us, our affiliates, or others; and 

• Information we receive from a consumer 
reporting agency. 

A–2—Categories of Information You Disclose 
(Institutions That Disclose Outside of the Ex-
ceptions) 

You may use one of these clauses, as appli-
cable, to meet the requirement of § 313.6(a)(2) 
to describe the categories of nonpublic per-
sonal information you disclose. You may use 
these clauses if you disclose nonpublic per-
sonal information other than as permitted 
by the exceptions in §§ 313.13, 313.14, and 
313.15. 

Sample Clause A–2, Alternative 1

We may disclose the following kinds of 
nonpublic personal information about you: 
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• Information we receive from you on ap-
plications or other forms, such as [provide il-
lustrative examples, such as ‘‘your name, ad-
dress, social security number, assets, and in-
come’’]; 

• Information about your transactions 
with us, our affiliates, or others, such as 
[provide illustrative examples, such as ‘‘your ac-
count balance, payment history, parties to 
transactions, and credit card usage’’]; and 

• Information we receive from a consumer 
reporting agency, such as [provide illustrative 
examples, such as ‘‘your creditworthiness and 
credit history’’]. 

Sample Clause A–2, Alternative 2

We may disclose all of the information 
that we collect, as described [describe location 
in the notice, such as ‘‘above’’ or ‘‘below’’]. 

A–3—Categories of Information You Disclose 
and Parties to Whom You Disclose (Institu-
tions That Do Not Disclose Outside of the Ex-
ceptions) 

You may use this clause, as applicable, to 
meet the requirements of §§ 313.6(a)(2), (3), 
and (4) to describe the categories of non-
public personal information about customers 
and former customers that you disclose and 
the categories of affiliates and nonaffiliated 
third parties to whom you disclose. You may 
use this clause if you do not disclose non-
public personal information to any party, 
other than as permitted by the exceptions in 
§§ 313.14, and 313.15. 

Sample Clause A–3

We do not disclose any nonpublic personal 
information about our customers or former 
customers to anyone, except as permitted by 
law. 

A–4—Categories of Parties to Whom You Dis-
close (Institutions That Disclose Outside of 
the Exceptions) 

You may use this clause, as applicable, to 
meet the requirement of § 313.6(a)(3) to de-
scribe the categories of affiliates and non-
affiliated third parties to whom you disclose 
nonpublic personal information. You may 
use this clause if you disclose nonpublic per-
sonal information other than as permitted 
by the exceptions in §§ 313.13, 313.14, and 
313.15, as well as when permitted by the ex-
ceptions in §§ 313.14, and 313.15. 

Sample Clause A–4

We may disclose nonpublic personal infor-
mation about you to the following types of 
third parties: 

• Financial service providers, such as 
[provide illustrative examples, such as ‘‘mort-
gage bankers, securities broker-dealers, and in-
surance agents’’]; 

• Non-financial companies, such as [provide 
illustrative examples, such as ‘‘retailers, direct 
marketers, airlines, and publishers’’]; and 

• Others, such as [provide illustrative exam-
ples, such as ‘‘non-profit organizations’’]. 

We may also disclose nonpublic personal 
information about you to nonaffiliated third 
parties as permitted by law. 

A–5—Service Provider/Joint Marketing 
Exception 

You may use one of these clauses, as appli-
cable, to meet the requirements of 
§ 313.6(a)(5) related to the exception for serv-
ice providers and joint marketers in § 313.13. 
If you disclose nonpublic personal informa-
tion under this exception, you must describe 
the categories of nonpublic personal infor-
mation you disclose and the categories of 
third parties with whom you have con-
tracted. 

Sample Clause A–5, Alternative 1

We may disclose the following information 
to companies that perform marketing serv-
ices on our behalf or to other financial insti-
tutions with whom we have joint marketing 
agreements: 

• Information we receive from you on ap-
plications or other forms, such as [provide il-
lustrative examples, such as ‘‘your name, ad-
dress, social security number, assets, and in-
come’’]; 

• Information about your transactions 
with us, our affiliates, or others, such as 
[provide illustrative examples, such as ‘‘your ac-
count balance, payment history, parties to 
transactions, and credit card usage’’]; and 

• Information we receive from a consumer 
reporting agency, such as [provide illustrative 
examples, such as ‘‘your creditworthiness and 
credit history’’]. 

Sample Clause A–5, Alternative 2

We may disclose all of the information we 
collect, as described [describe location in the 
notice, such as ‘‘above’’ or ‘‘below’’] to compa-
nies that perform marketing services on our 
behalf or to other financial institutions with 
whom we have joint marketing agreements. 

A–6—Explanation of Opt Out Right (Institu-
tions that Disclose Outside of the Exceptions) 

You may use this clause, as applicable, to 
meet the requirement of § 313.6(a)(6) to pro-
vide an explanation of the consumer’s right 
to opt out of the disclosure of nonpublic per-
sonal information to nonaffiliated third par-
ties, including the method(s) by which the 
consumer may exercise that right. You may 
use this clause if you disclose nonpublic per-
sonal information other than as permitted 
by the exceptions in §§ 313.13, 313.14, and 
313.15. 
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Sample Clause A–6

If you prefer that we not disclose non-
public personal information about you to 
nonaffiliated third parties, you may opt out 
of those disclosures, that is, you may direct 
us not to make those disclosures (other than 
disclosures permitted by law). If you wish to 
opt out of disclosures to nonaffiliated third 
parties, you may [describe a reasonable means 
of opting out, such as ‘‘call the following toll-
free number: (insert number)’’]. 

A–7—Confidentiality and Security (All 
Institutions) 

You may use this clause, as applicable, to 
meet the requirement of § 313.6(a)(8) to de-
scribe your policies and practices with re-
spect to protecting the confidentiality and 
security of nonpublic personal information. 

Sample Clause A–7

We restrict access to nonpublic personal 
information about you to [provide an appro-
priate description, such as ‘‘those employees 
who need to know that information to provide 
products or services to you’’]. We maintain 
physical, electronic, and procedural safe-
guards that comply with federal regulations 
to guard your nonpublic personal informa-
tion.

PART 314—STANDARDS FOR SAFE-
GUARDING CUSTOMER INFOR-
MATION (EFF. 5–23–03)

Sec.
314.1 Purpose and scope. 
314.2 Definitions. 
314.3 Standards for safeguarding customer 

information. 
314.4 Elements. 
314.5 Effective date.

AUTHORITY: 15 U.S.C. 6801(b), 6805(b)(2).

SOURCE: 67 FR 36493, May 23, 2002, unless 
otherwise noted.

EFFECTIVE DATE NOTE: At 67 FR 36493, May 
23, 2002, part 314 was added to chapter I, sub-
chapter C, effective May 23, 2003.

§ 314.1 Purpose and scope. 
(a) Purpose. This part, which imple-

ments sections 501 and 505(b)(2) of the 
Gramm-Leach-Bliley Act, sets forth 
standards for developing, imple-
menting, and maintaining reasonable 
administrative, technical, and physical 
safeguards to protect the security, con-
fidentiality, and integrity of customer 
information. 

(b) Scope. This part applies to the 
handling of customer information by 

all financial institutions over which 
the Federal Trade Commission (‘‘FTC’’ 
or ‘‘Commission’’) has jurisdiction. 
This part refers to such entities as 
‘‘you.’’ This part applies to all cus-
tomer information in your possession, 
regardless of whether such information 
pertains to individuals with whom you 
have a customer relationship, or per-
tains to the customers of other finan-
cial institutions that have provided 
such information to you.

§ 314.2 Definitions. 
(a) In general. Except as modified by 

this part or unless the context other-
wise requires, the terms used in this 
part have the same meaning as set 
forth in the Commission’s rule gov-
erning the Privacy of Consumer Finan-
cial Information, 16 CFR part 313. 

(b) Customer information means any 
record containing nonpublic personal 
information as defined in 16 CFR 
313.3(n), about a customer of a financial 
institution, whether in paper, elec-
tronic, or other form, that is handled 
or maintained by or on behalf of you or 
your affiliates. 

(c) Information security program means 
the administrative, technical, or phys-
ical safeguards you use to access, col-
lect, distribute, process, protect, store, 
use, transmit, dispose of, or otherwise 
handle customer information. 

(d) Service provider means any person 
or entity that receives, maintains, 
processes, or otherwise is permitted ac-
cess to customer information through 
its provision of services directly to a fi-
nancial institution that is subject to 
this part.

§ 314.3 Standards for safeguarding 
customer information. 

(a) Information security program. You 
shall develop, implement, and main-
tain a comprehensive information se-
curity program that is written in one 
or more readily accessible parts and 
contains administrative, technical, and 
physical safeguards that are appro-
priate to your size and complexity, the 
nature and scope of your activities, and 
the sensitivity of any customer infor-
mation at issue. Such safeguards shall 
include the elements set forth in § 314.4 
and shall be reasonably designed to 
achieve the objectives of this part, as 
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